Steps For Identity Theft and Fraud Victims
· Report ID Theft to the police agency where you live! They are REQUIRED to write a report and forward it to all agencies where your information was used. 
(*other types of thefts are reported where they occur)
· Contact the FTC ID Theft Hotline.  

1-877-IDTHEFT             TTY: 1-866-653-4261
Or for Reporting and Info packet visit:  www.identitytheft.gov
· For lost/stolen driver’s license contact the State within 48 hours.
             651-297-3298
To flag your driver’s license record

https://dps.mn.gov/divisions/dvs/forms-documents/Documents/VictimofIdentityTheft.pdf
· Notify your employer if your employment ID badge, keys, or key card are lost/stolen

· For lost/stolen cell phones, contact your carrier and deactivate service. Use tracking apps or GPS on Smartphones-contact police if stolen
· For MAIL related issues - call the local U.S. Postal Inspection Service office.

                                  1-877-876-2455
· Advise all of your creditors by phone and in writing about your theft or fraud.

· Alert your bank to flag your account(s).  Request a new PIN and password for your accounts.
· Receive an annual credit report.
  
          www.annualcreditreport.com
  Or call 1-877-322-8228


 TDD 1-877-730-4104
or download the request form online and mail it to:

Annual Credit Report Request Service
P.O. Box 105281
Atlanta, GA 30348-5281
· Call ONE of the Credit Bureaus and ask for a “Fraud Alert/Victim Impact” statement in your credit file.  Creditors will then contact you before opening any new accounts.

Equifax

1-888-766-0008



www.equifax.com

Experian

1-888-397-3742 

         www.experian.com/fraud
TransUnion
1-800-680-7289 



www.transunion.com
· Contact the Social Security Administration’s Fraud Hotline.

1-800-269-0271

  TTY  1-866-501-2101
www.ssa.gov

Keep a log of all contacts you’ve made and keep copies of all documents.



The information in this pamphlet was compiled by the White Bear Lake Police Department with information from the FTC, the SSA, and the U.S.P.S.
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How to protect your personal information and what to do if you become a victim.
What is identity theft?

Identity Theft is when someone obtains some piece of your information - driver’s license, SSN, bank information, name and/or DOB - and uses it without your knowledge to commit another fraud or theft.  
Identity Theft and Fraud complaints are the fastest growing crime in America.  According to the Bureau of Justice Statistics, from 1998 to 2003, over 27.3 million Americans were victims of Identity Theft.  In 2015 alone, 17.6 million Americans reported being a victim!
How do they get my information?

From businesses or other institutions by: 

· stealing records 

· bribing an employee who has access to these records, or 

· hacking into the organization’s computers. 

Rummage through trash – Dumpster Diving!
Obtain credit reports by abusing authorized access to credit reports or by posing as someone else who may have a legal right to the information. 

Steal credit and debit card numbers as your card is processed.

Steal wallets and purses containing many forms of your identity. 

Steal mail, including financial statements, pre-approved credit offers, new checks, or tax information.

Complete a “change of address form” to divert your mail to another location.

Photograph your information using cell phone cameras.

SCAM information from you over the phone by posing as a legitimate businessperson or telling you that you’ve won a prize.

What can I do?

· Report lost or stolen credit cards, ATM cards or checks immediately to your bank.

· Add “Check my ID” on the signature line of new credit cards with your signature.
· Monitor expiration dates on your credit cards and contact the issuer if you don’t receive a replacement prior to the expiration.  

· Memorize or record your Social Security Number and passwords.  Don’t use your DATE OF BIRTH as your password and don’t carry recorded passwords with you.  Leave your Social Security card in a secure place.
· Never leave transaction receipts behind!
· Keep your birth certificate and other important documents in a secure place!
· Don’t disclose credit card or other financial account numbers on a WEB SITE unless the site offers a secure transaction and you have gone to the website independently, not by clicking a link.
· Beware of mail, e-mail or telephone solicitations that offer prizes, awards, and help, or demand payment, bail, and fees up front.  Verify their information first! 
· Match your credit card receipts against your monthly bills and check your monthly financial statements for accuracy.

· Watch for your monthly financial statements and bills.  If you don’t get them when expected, contact the sender.
· Know what you are getting in the mail!  

Get Informed Delivery from the USPS

https://informeddelivery.usps.com/box/papag/intro/start.action (Free emailed pictures of your already scanned mail – verify your ID in order to receive service)

· Don’t carry all of your credit cards with you when you leave home.  Bring only what you intend to use.
· Opt out of credit card offers:
   

www.optoutprescreen.com            
                                or call 1-888-567-8688
· Opt out of phone solicitors:   
www.donotcall.gov
         or call 1-888-382-1222
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